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for a minimum of 2 years after the in-
dividual is given a termination brief-
ing.

(4) In addition to the provisions of
paragraphs (e)(1), (e)(2), and (e)(3) of
this section, DoD Components shall es-
tablish a central authority to be re-
sponsible for ensuring that Security
Termination Statements are executed
by senior personnel (general officers,
flag officers and GS–16s and above).
Failure on the part of such personnel
to execute a Security Termination
Statement shall be reported imme-
diately to the Deputy Under Secretary
of Defense for Policy.

[52 FR 11219, Apr. 8, 1987, as amended at 58
FR 61026, Nov. 19, 1993]

Subpart J—Safeguarding Person-
nel Security Investigative
Records

§ 154.65 General.
In recognition of the sensitivity of

personnel security reports and records,
particularly with regard to individual
privacy, it is Department of Defense
policy that such personal information
shall be handled with the highest de-
gree of discretion. Access to such infor-
mation shall be afforded only for the
purpose cited herein and to persons
whose official duties require such in-
formation. Personnel security inves-
tigative reports may be used only for
the purposes of determining eligibility
of DoD military and civilian personnel,
contractor employees, and other per-
sons affiliated with the Department of
Defense, for access to classified infor-
mation, assignment or retention in
sensitive duties or other specifically
designated duties requiring such inves-
tigation, or for law enforcement and
counterintelligence investigations.
Other uses are subject to the specific
written authorization of the Deputy
Under Secretary of Defense for Policy.

§ 154.66 Responsibilities.
DoD authorities responsible for ad-

ministering the DoD personnel security
program and all DoD personnel author-
ized access to personnel security re-
ports and records shall ensure that the
use of such information is limited to
that authorized by this part and that

such reports and records are safe-
guarded as prescribed herein. The
heads of DoD Components and the Dep-
uty Under Secretary of Defense for Pol-
icy for the Office of the Secretary of
Defense shall establish internal con-
trols to ensure adequate safeguarding
and limit access to and use of person-
nel security reports and records as re-
quired by §§ 154.67 and 154.68.

§ 154.67 Access restrictions.
Access to personnel security inves-

tigative reports and personnel security
clearance determination information
shall be authorized only in accordance
with 32 CFR parts 286 and 286a and with
the following:

(a) DoD personnel security investiga-
tive reports shall be released outside of
the DoD only with the specific ap-
proval of the investigative agency hav-
ing authority over the control and dis-
position of the reports.

(b) Within DoD, access to personnel
security investigative reports shall be
limited to those designated DoD offi-
cials who require access in connection
with specifically assigned personnel se-
curity duties, or other activities spe-
cifically identified under the provisions
of § 154.65.

(c) Access by subjects of personnel se-
curity investigative reports shall be af-
forded in accordance with 32 CFR part
286a.

(d) Access to personnel security
clearance determination information
shall be made available, other than
provided for in paragraph (c) of this
section, through security channels,
only to DoD or other officials of the
Federal Government who have an offi-
cial need for such information.

§ 154.68 Safeguarding procedures.
Personnel security investigative re-

ports and personnel security deter-
mination information shall be safe-
guarded as follows:

(a) Authorized requesters shall con-
trol and maintain accountability of all
reports of investigation received.

(b) Reproduction, in whole or in part,
of personnel security investigative re-
ports by requesters shall be restricted
to the minimum number of copies re-
quired for the performance of assigned
duties.
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(c) Personnel security investigative
reports shall be stored in a vault, safe,
or steel file cabinet having at least a
lockbar and an approved three-position
dial-type combination padlock or in a
similarly protected area/container.

(d) Reports of DoD personnel security
investigations shall be sealed in double
envelopes or covers when transmitted
by mail or when carried by persons not
authorized access to such information.
The inner cover shall bear a notation
substantially as follows:

TO BE OPENED ONLY BY OFFICIALS DES-
IGNATED TO RECEIVE REPORTS OF
PERSONNEL SECURITY INVESTIGA-
TION

(e) An individual’s status with re-
spect to a personnel security clearance
or a Special Access authorization is to
be protected as provided for in 32 CFR
part 286.

§ 154.69 Records disposition.
(a) Personnel security investigative

reports, to include OPM NACIs may be
retained by DoD recipient organiza-
tions, only for the period necessary to
complete the purpose for which it was
originally requested. Such reports are
considered to be the property of the in-
vestigating organization and are on
loan to the recipient organization. All
copies of such reports shall be de-
stroyed within 90 days after completion
of the required personnel security de-
termination. Destruction shall be ac-
complished in the same manner as for
classified information in accordance
with 32 CFR part 159.

(b) DoD record repositories author-
ized to file personnel security inves-
tigative reports shall destroy PSI re-
ports of a favorable or of a minor de-
rogatory nature 15 years after the date
of the last action. That is, after the
completion date of the investigation or
the date on which the record was last
released to an authorized user—which-
ever is later. Personnel security inves-
tigative reports resulting in an unfa-
vorable administrative personnel ac-
tion or court-martial or other inves-
tigations of a significant nature due to
information contained in the investiga-
tion shall be destroyed 25 years after
the date of the last action. Files in this
latter category that are determined to
be of possible historical value and

those of widespread public or congres-
sional interest may be offered to the
National Archives after 15 years.

(c) Personnel security investigative
reports on persons who are considered
for affiliation with DoD will be de-
stroyed after 1 year if the affiliation is
not completed.

§ 154.70 Foreign source information.
Information that is classified by a

foreign government is exempt from
public disclosure under the Freedom of
Information and Privacy Acts. Fur-
ther, information provided by foreign
governments requesting an express
promise of confidentiality shall be re-
leased only in a manner that will not
identify or allow unauthorized persons
to identify the foreign agency con-
cerned.

Subpart K—Program Management

§ 154.75 General.
To ensure uniform implementation of

the DoD personnel security program
throughout the Department, program
responsibility shall be centralized at
DoD Component level.

§ 154.76 Responsibilities.
(a) The Assistant Secretary of De-

fense for Command, Control, Commu-
nications, and Intelligence (ASD(C31))
shall have primary responsibility for
providing guidance, oversight, develop-
ment and approval for policy and pro-
cedures governing personnel security
program matters within the Depart-
ment:

(1) Provide program management
through issuance of policy and operat-
ing guidance.

(2) Provide staff assistance to the
DoD Components and defense agencies
in resolving day-to-day security policy
and operating problems.

(3) Conduct inspections of the DoD
Components for implementation and
compliance with DoD security policy
and operating procedures.

(4) Provide policy, oversight, and
guidance to the component adjudica-
tion functions.

(5) Approve, coordinate and oversee
all DoD personnel security research
initiatives and activities.
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